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Today’s agenda
Best practices: Understanding modern misinformation (40mins)

Quick break (10 mins)

Introduction to the platform, Simulation Phase 1: Strategy 

Development, and Phase 1 Debrief (65 mins)

Quick break (10 mins)

Best practices: Messaging to Maintain Trust (10 mins)

Simulation Phase 2: Messaging, channels and resources and 

Phase 2 Debrief (40 mins) 

Final thoughts (5 mins)



Session objectives
▶ Understand the full spectrum of misinformation and the 

motivations behind it
▶ Recognize how AI is reshaping misinformation
▶ Practical verification techniques 
▶ Strengthen ability to communicate clearly and credibly 

under pressure
▶ Practise coordination and decision-making via an 

immersive, scenario-based tabletop exercise.



How has 
misinformation 
impacted your 

work?



Understanding 
Misinformation



Types of misinformation

Misinformation Malinformation Disinformation

Not created or shared with 
the intent to cause harm

Based on fact, but used out of context 
to mislead, harm, or manipulate

Intended to mislead, 
harm, or manipulate



Types of mis- and disinformation



Why do we believe it?

Confirmation bias

Emotional barriers

Attention and 
impatience

Social media design

Illusory truth effect

Inevitable data 
vacuum



The role of the 
algorithm

▶ Content suggestions

▶ Illusory truth effect

▶ Faulty search suggestions



Humans
Mostly innocent

Bots
Usually bad actors

► Utilize various 
technology, 
including AI

► Artificial 
amplification

► Plays on 
weaknesses

How does it spread?

► Sharing 
becomes a habit

► Misinformation 
superspreaders

► Feeds the 
algorithm



Growing risks



Growing risks
Actual AI photo 
circulated online



How do these 
dynamics show up 

in government 
communications?



Latest news consumption trends



The AI Effect: New 
Tools; New Threats



https://docs.google.com/file/d/14Pxu3RFBcfuRZUzdOgX0tseBnnQqmmW6/preview


AI has changed the landscape 

It’s quicker 
and easier 

than ever to 
create 

believable 
content

Increased 
realism and 
credibility

Search results 
include 

hallucinations

Support your 
work

Information
Ideas

Iteration



Hallucinations



Identify and 
Interrogate



SIFT to identify misinformation

Stop Investigate TraceFind better 
coverage



How to identify and verify



Strategies for 
countering 

misinformation



The importance of monitoring



Getting ahead

▶ Stay authentic and up to date

▶ Utilize trusted voices

▶ Knowledge is power

https://x.com/BarryKillnerEA


Prime your audience

▶ How to spot 
misinformation

▶ Promoting alert 
channels

▶ What happens in an 
emergency



Misinformation considerations
Does this information affect our 
ability to deliver services?

Does this information impact the 
people who depend on our 
services?

Does this information pose a 
significant risk to the public?

Is it clear that it’s a parody, joke, or 
meme?

Is the person spreading misinformation 
where anyone will see it?

Is the subject easy to understand?

Is the misinformer promoting fake 
experts?

Should the misinformer know better?



First steps for handling

1. Pause. Think. Consider.

2. Verify the information

3. Escalate as needed

4. Respond

a. Individual vs 
aggregate response

b. Be strategic



Maintain credibility and confidence

Explain falsehoods or inaccuracies

Be clear and succinct Encourage sharing

Link to evidence or other sources Avoid debates

Reply to superspreaders



How to respond to video 
misinformation

► Identify the audience 
affected

► Choose a spokesperson

► Respond in-platform

► Respond on alternative 
platforms

https://docs.google.com/file/d/116vLA1Y5S6Ei02-pa4lbgZ6v2ajyeSZh/preview


Break ☕



Crisis90 Phase 1



Setting up for success
■ Agreeing roles and responsibilities – who is doing what?

■ Agreeing on priorities and working your process!

■ Establishing the right rhythm of meetings (Meet > Break > Meet) 

■ Identifying information gaps, logging latest information, and sharing 
information amongst teams/agencies



Agree roles and responsibilities
Social media responder Social media monitor Field PIO

■ Draft updates that 
cover key actions and 
information

■ Adapting messaging to 
appropriate platforms

■ Triaging/responding to 
comments and 
questions

■ Monitor traditional and 
social media using 
keywords and search 
term

■ Consistently compile 
and share out 
monitoring reports

■ Identify staging areas

■ Communicate with 
on-site incident 
command and the 
broader JIC for 
messaging



Remember to stay strategic 
Using a ‘people first’ strategy to serve as your guiding 
star for what you will do and what you will say:

Residents Responders Staff Public



P
O
W
E
R

INTEREST

Prioritization: stakeholder mapping 

Manage closely
Priority 1

H

L

L

Keep satisfied 
Priority 2

Manage closely
Priority 1

Monitor
Priority 3

Keep informed
Priority 2

H



Where to reach your audience

Who? What? Where?

Politicians Journalists

Staff Public

Key info

Action plan



Internal communications
Don’t forget internal comms 
networks too.

Avoid people going rogue with 
rumors or speculation. 

Remember: Any information 
posted internally will likely be 
seen outside the organization.



The training

■ 2  phases of an escalating crisis 

■ You are members of the government 
communications team for Riverside 
City Government.

■ Working in teams to complete tasks 
within tight deadlines

■ Appoint a scribe and a spokesperson 
for your team



Guidelines
■ Don’t challenge the scenario…

■ You are the team responsible for leading the response

■ Teamwork makes the dream work!

■ Draw on your expertise and experience to complete the tasks



Scenario
■ A Category 4 hurricane has recently impacted multiple towns 

across the region of Riverside, causing widespread flooding, 
property damage and disruption to essential services. In the 
hours following the storm, misinformation is spreading rapidly 
across social media and other channels, complicating your 
team’s ability to communicate effectively with the public.

■ It is your team’s responsibility to start to counteract the 
misinformation circulating online to ensure that accurate 
information is provided to members of the public and local 
stakeholders.



Accessing the platform

smsworkshop25.crisis90.com

Username: blue
Password: sky265dec 

Username: green
Password: grass398dec 

Username: purple
Password: paint863dec 

Username: red
Password: rose852dec 

Username: orange
Password:  ball418dec 

Username: yellow
Password: dress763dec 



Accessing the platform

smsworkshop25.crisis90.com

Username: brown
Password: cocoa24 

Username: pink
Password: princess24 

Username: black
Password: bear24 

Username: grey
Password: goose24 



Phase 1: Debrief

Strategy

Stakeholders

Managing Misinformatioin

People first! Note key 
impacts to public and 
inform stakeholders of 
these 

1-5: Local politicians, 
residents, external public, 
FEMA, journalists

Social media responder; media 
monitor; field PIO  

Priority actions

Assemble team and assign roles, 
establish situational awareness, 
identify immediate harms, agree 
key messaging points, locate and 
distribute resources



Break ☕



Messaging and resources to maintain trust



Warn and 
Inform

           Warn     

Warn stakeholders of the present dangers, 
like wildfires, floods, impending storms, 
carbon monoxide poisoning, etc.

        Inform   

Inform them of what key actions they 
should be taking, like evacuation, preparing 
for a storm, closing windows, etc. Don’t 
forget to include what channels they 
should be monitoring for more information.



A Call to 
Action is 
key

This is a matter of 
life or death



Tone and language
■ Keep the tone confident, serious 

and reassuring.

■ Avoid technical language and 
acronyms 

■ Use inclusive, simple language 

■ Break up large chunks of text into 
shorter sentences and paragraphs

■ Too much detail can actually 
hinder rather than help



The CAP 
Formula
(and proof points)

           CARE     
Begin your statement with empathy. 
Show you care for the people affected by 
the crisis.

          ACTION

Tell people exactly what you are doing to 
fix the problem. 
Rather than broad statements such as 
‘we’re doing everything possible’, look for 
specific actions you are taking.

PERSPECTIVE

Finish by putting the issue into some 
perspective or context. I.e. Address how 
rare the incident is, that you have a good 
record, that the issue is brand new and 
couldn’t be predicted or is only affecting a 
small area.



Prepare, listen and adapt

Prepare messaging 
ahead of time

Listen to responses  
and adapt messages

Adapt content for 
different channels



Know where your 
audiences are
■ They’re not all on one channel 

■ They’re not all following you!

■ They are likely using social media 
as a search engine



Creating impactful content



Why use photo and video?

Quickly explain topics

Echo written messages Easy to share on

Grabs attention

Spreads further

Humanize the response



How to use graphics

Show a map of an affected area

Provide clear instructions 

Share a statement

List contact information 

Highlight alert levels 



Accessibility
■ Add alt text to images

■ Clear captions for videos

■ Don’t rely on colour to 
convey meaning

■ Avoid flashing lights in 
videos, or add a warning if 
present



■ Show awareness 
and capability

■ Establish your channel 
as an information source

Prompt engagement is key

Own the situation Shut down misinformation

■ Fill the information gap

■ Rise above the noise



Responding to misinformation

Explain falsehoods or inaccuracies

Reply to superspreaders

Link to evidence or other sources

Avoid debates

Be clear and succinct

Encourage sharing



Leverage third parties

■ High levels of trust 

■ Additional people ‘on the 
ground’ 

■ Expand your reach

■ Can provide you with 
more content



Create FAQs

■ Monitor for Qs

■ Use popular search terms 
and key words

■ Think AEO and SEO

■ Encourage sharing 
internally and externally

■ Use in responses



Crisis90 Phase 2



Phase 2: Feedback
Channels Messaging Creative Content

Reddit, Discord, X, 
other channels based 
on engagement and 
traction, Mayor’s own 
channels

Concern: for those 
affected
Action: response 
efforts
Perspective: scale of 
flooding and exactly 
where affected

Video of impacted 
area, spokespeople at 
sites featuring in 
misinformation posts, 
shareable by 
community groups



This is the time to:

1

2

3

4

5

Decide on your crisis plan and escalation process

Know your audiences and the channels they use

Check your monitoring keywords and channels

Connect with potential response partners

Share knowledge with your team and your audiences



Certificate download from 

https://smsworkshop25.crisis90.c
om/certificate
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